NORTH EASTERN REGIONAL INSTITUT OF SCIENCE AND TECHNOLOGY
NIRJULI: ARUNACHAL PRADESH

Dated 04.10.2021

CIRCULAR

This is to inform that, SSO (Single Sign on) and Self password reset/recovery optioﬁ‘sf'ére going to be
implemented for Internet access users and all Office 365 applications including Email service of the
Institute. These features will enable users to use the same credential for multiple application and user will
also be able to change password by themselves and reset password using forget password option. To
enable the said features users are required to follow the steps mentioned below:

Step 1: login to www.office.com with default password.

Step 2: Set their recovery authentication phone number/email ID:

e New users required to follow the steps mentioned in Annexure-I during their first-time
login.

e Existing users, who have not yet set their recovery authentication phone number/email
ID they also need to set the same by following the steps mentioned in Annexure-Il.

Step 3: After setting the recovery authentication phone number/email ID, users must need to change
their default password immediately by following the steps mentioned in Annexure-lll

Students are required to follow the above steps from 10/10/2021 onwards and a demo session for the
same will be held on 07/10/2021 at 4 PM through MS Teams. Students are requested to join the session
on time from MS Teams Calendar (scheduled meeting) or from the link provided on NERIST-STUDENT MS
Team Group.

Staff and Faculties will be required to follow the same steps in the second phase and the schedule will be
intimated shortly.
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Annexure-I

Verify Phone/Email ID for enabling Self-Password Reset option for Internet

Access Users and all 0365 applications User during first-time login:

For enabling self-password reset option, users are required to set and verify the recovery Phone number

and email ID during first time login. Mobile Phone number verification is must for enabling self-

password reset option.

Steps to set and verify the recovery Phone number and email ID during first time login:

1.

2.

Open browser and go to ww.office.com and click on Sign in

€ > C @ officecom

Try the browser recom@ended by Microsoft I
Get speed, security and privacy with Microsoft Edge
BE Microsoft | Office Products v Resources + Templates Support My account AllMicrosoft +  Signin (R,

Remote Learning in education. Leam more >

Welcome to Office

Your place to create, communicate, collaborate, and get great work
done.

Sign up for the free version of Office >

Sign in to use your favorite productivity apps from any device

Provide your username (if your user ID is abc then you have to Sign in with abc@nerist.ac.in, for

student user ID will be <registration number without />@nerist.ac.in) as shown below and click
Next

& Cc @ login.microsoftonline.com,

B% Microsoft
Sign in

s @ nerist.acin

Back Next

Cg Sign-in options


https://www.office.com/
mailto:abc@nerist.ac.in

3. Select “Work or school account”

C @ loginmicro

ftonline.com,

B® Microsoft

It looks like this email is used with more than one
account from Microsoft. Which one do you want to
use?

Work or school account
@ Created by your IT department
netadmin@neristac.in

Personal account

R crestedtyyou

netadmin@nerist.ac.in

seeing this? Rename

Back

4. Provide default password as “Welcome@123”, W is in Capital letter and click on Sign in.

Cc & login.microsoftonline.com

B® Microsoft
€ netadmin@nerist.ac.in

Enter password

Forgot my password

Welcome to NERIST

5. Click on Next
<

(2] @ login.microsoftonline.com

B% Microsoft
dralam@nerist.ac.in
More information required

Your organization needs more information to keep
your account secure

Use a different account

Learn more

Welcome to NERIST



6. Now, for enabling self-password reset you need to set phone number and additional email ID

(the email ID should be other than Institute provided). For Authentication Phone Configuration
Click on “Set it up now”

&« c # account.activedirectory.windowsazure.com

don't lose access to your account!

sllzct some info s we can verify who you are. We won't use this to spam you - just to keep your account more

© iuhertication Phane is not configured. Set it up now

© iuthertication Emailis not configured. Set it up now

finish cancel

©2021 Microseft  Legal | Privacy Your session will expire in 14:57

7. Select the country code for India, provide Authentication Phone number and Click on Text me
option.

& c @ accountactivedirectory.windowsazure.com

dralam@neristacin | 7

don't lose access to your account!

Please verify your authentication phone number below.
Authentication phone
India (+91) v

7085758871

BT BT



8. A verification Code will be sent your provided mobile number

. Put the Verification Code and
click on Verify.

&« (&} & accountactivedirectory.windowsazure.com

dralam@neristacin | ?

don't lose access to your account!

Please verify your authentication phane number below.

Authentication phone

text me call me

We've sent a text message containing a verification code to your phone

(s ) -

9. The Authentication Email Configuration is Optional, and you can configure it by clicking “Set it
up now” and verify the code which will be sent to your provided email ID.

&« () # account.activedirectory.windowsazure.com

dralam@neristacin | ?

don't lose access to your account!

Thanks! We'll use the info below to recover your accaunt if you forget your password. Click “finish” to close this page.

Authentication Phone is set to +31 7085758871. Change

Authentication Email is set to dewan.rashid@gmail.com. Change

©2021 Microsoft  Legal | Privacy

Your session will expire in 14:57

10. After verifying Phone and Email ID Click on Finish.



Annexure-l|

Verify Phone number after Login

1. After Login into www.office.com , go to=> Account Manager = Click on View Account

< C @ office.com/?auth=2

o)

Office 365

New to Office 365? North Eastern Regional Institute of . Sign out

A This is your Office 365 home page—where you can see and access all of your Office 365 apps. If it's empty, it could be that your user license was very recently
assigned to you. Wait 10 minutes and refresh this page. If you still don't see any apps. contact your IT department. They can help you get up and running. o

Dewan Rashidul Al..

Good afternoon

All Myrecent  Shared  Favorites Type to fiter list Y
] Name Modified Shared by Activity
- o
N -
S
No content activity
Share and collaborate with others. Create a new document or upload and open one to
get started
2. Click on UPDATE INFO
My Account &
2 Overview
8, security info
Security info Password

2 Devices Dewan Rashidul Alam P Qb

@ Password

= dralam@nerist.ac.in
Keep your verification methods and security Make your password stronger, or change it if
B3 Organizations o] gdate. someone else knows it.
€53 Settings & Privacy - CHANGE PASSWORD
Why can't | edit? @
Fp My sign-ins
Devices Organizations
Disable a lost device and review your See all the organizations that you're a part of.

connected devices,

MANAGE DEVICES MANAGE ORGANIZATIONS

3. Click on Add Method

&« C @ mysignins.microsoft.com/security-info h+g
My Sign-Ins
2 Overview Security info

These are the methods you use to sign into your account or reset your password,
£, Security info

-+ Add method
B3 Organizations

O Devices No items to display.

ice? T
8 Privacy Lost device? Sign out everywhere


http://www.office.com/

4. Select Phone from Drop Down List=>Click on ADD

« - C & mysignins.microsoft.com/security-info

Add a method

‘Which method would you like to add?

Phone

Phone

Email

Add a method

Which method would you like to add?

Phone

5. Select Country Code for India=>Provide Mobile number—> Select Text me a code—>Click on Next

« > . & mysignins.microsoft.com/security-info

Phone

‘You can prove wheo you are by answering a call on yeur phone or
texting a code to your phone.

What phone number would you like to use?

|mdia (+91) V‘ | TITITITIT

@ Text me a code

O Call me

Message and data rates may apply. Choosing Next means that you
agree to the Terms of service and Privacy and cookies statement.




6. Provide 6-digit verification code, which will be sent to your given mobile number—> Click on
Next—> Click on Done

&« o> @ mysignins.microsoft.com/security-info

Phone bt

‘We just sent a 6 digit code to + iy cr the code below.
227360

Resend code

*** Email Verification is optional, you can verify your authentication email (email id should be
other than institute provide) by selecting option as “Email” during Add Method at Step 4.



Step to reset default password after Login:

1. Open browser and go to ww.office.com and click on Sign in

€ > C @ officecom

6 Try the browser recommended by Microsoft

Get speed, security and privacy with Microsoft Edge

BE Microsoft | Office products v Resources v Templates  Support My account

Welcome to Office

Your place to create, communicate, collaborate, and get great work
done.

Sign up for the free version of Office >

Remote Learning in education. Learn more >

Annexure-ll|

No thanks

Sign in to use your favorite productivity apps from any device

Switch now

All Microsoft v Signin (R,

2. Provide your username (if your user id is abc then you should be Sin in with abc@nerist.ac.in) as
shown below and click Next

&

(&7 # login.microsoftonline.com

B® Microsoft
Sign in

i @ nerist.acin

No account? Create one!

Can't access your

C% Sign-in options

Back

Next



https://www.office.com/
mailto:abc@nerist.ac.in

3. Provide default password as: Welcome@123 and click on Sign in.

(& @ login.microsoftonline.com

B® Microsoft

€ dralam@nerist.ac.in

Enter password

Forgot my password

Welcome to NERIST

4. Click on Settings then Click on Change password option.

New to Office 3657

This is your Office 365 home page—where you can see and access all of your Office 365 apps. If it's empty, it could be that your user license was Settings
very recently assigned to you. Wait 10 minutes and refresh this page. If you still don't see any apps, contact your IT department. They can help you
get up and running.

Other

Third party notice

Good afternoon Install Office
Themes
All My recent Shared Favorites Type to filter list Y
D Name Medified Shared by Activity

View all

- b ]

| @ Language and time zone

- —

Dark Mode

No content activity

Share and collaborate with others. Create a new document or upload and open
one to get started.

Password

Change your password —»

Contact preferences

Update contact preferences =



5. Provide below details:
e Old Password: Welcome@123
e Create new password: (New Password should be minimum 8 characters
length, should not be any abbreviation or any dictionary word, password
should include at least an upper case letter, special character and a
number)
e Confirm new password and Click on submit.

&« c # account.activedirectory.windowsazure.com

Change password

User ID
dralam@nerist.ac.in

0ld password

Create new password

Confirm new password

m cancel



